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SYSTEM AND METHOD FOR STORING A
PASSWORD RECOVERY SECRET

BACKGROUND
[0001] 1. Technical Field
[0002] The present disclosure relates to passwords and

more specifically to storing and recovering passwords in a
common peripheral.

[0003] 2. Introduction

[0004] Computing devices, such as desktop computers,
laptop computers, smartphones, PDAs, and so forth, include
security measures requiring a user to enter credentials, such
as a username and password, to obtain access to the comput-
ing device. However, it is inevitable that at least one user will
forget their username and/or password. One approach to
recovering this information is to log in as an administrator to
reset the password, but this approach often fails because the
user typically forgets the administrator credentials or forgets
that the administrator account even exists. Another approach
is to prompt the user to enter a password recovery phrase,
such as “what is your mother’s maiden name?” However,
users typically enter this information once during account
creation and often forget what they entered as the password
recovery phrase. Yet another approach relies on biometrics,
but this approach is not useful when the user is not nearby the
computer or when the user dies, for example.

[0005] Many users view the above approaches as too incon-
venient, especially if they involve a system administrator. The
result is that the user chooses not to use a password or uses a
trivial password, such as a short password or an easily guess-
able password. Especially in the case of portable computing
devices, this presents a security risk if an opportunistic thief
steals the device. Although it can be difficult to provide both
convenient password recovery and security in all use sce-
narios, one increasingly important scenario involves protect-
ing a portable computing device when a user carries the
device separately from a commonly associated peripheral
device. If this particular use scenario can be protected and
password recovery can be provided in a convenient way, then
the user is more likely to use a password, and protection will
be increased.

[0006] Accordingly, what is needed in the art is an
improved way to recover lost or forgotten electronic creden-
tials, while still protecting the computing device in the com-
mon case when it is not with its associated peripheral device.

SUMMARY

[0007] Additional features and advantages of the disclosure
will be set forth in the description which follows, and in part
will be obvious from the description, or can be learned by
practice of the herein disclosed principles. The features and
advantages of the disclosure can be realized and obtained by
means of the instruments and combinations particularly
pointed out in the appended claims. These and other features
of the disclosure will become more fully apparent from the
following description and appended claims, or can be learned
by the practice of the principles set forth herein.

[0008] Disclosed herein is an approach which stores a cre-
dential recovery secret associated with a computing device on
a peripheral or companion device. One of the threat models
which this approach addresses is that in which an opportu-
nistic thief steals a portable device while the user is “out and
about”—that is, the device is being carried by the user and is
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physically separate from its associated peripheral or compan-
ion device. One example is a student that takes her laptop
computer to a university class, but leaves the docking station
in her dorm room. Another example is an employee that takes
his portable media player to work, but leaves the power cord
in a locker.

[0009] Although there are other threat models that are not
directly addressed by this method, this is an important one for
portable consumer devices. If the password is not easily and
conveniently recoverable, the consumer is likely to choose
either not to use a password at all or to use a trivial password.
Both of these choices can increase the threat of data loss.
[0010] In one aspect, the peripheral or companion device
should be something that users are already familiar with and
use on a regular basis, such as a power adapter, printer, por-
table hard drive, wired or wireless network router, backup
device, flash drive, a smartphone, a mobile device, a remote
control, and an external monitor.

[0011] In one implementation, the recovery secret is data
which is meaningless without the use of some companion
data on the associated computer to understand and/or comple-
ment the recovery secret. The credential recovery secret can
consist, for example, of the password encrypted with a large
randomly generated universal unique identifier (UUID) asso-
ciated with and stored on the computing device. Part of the
credential recovery secret can be stored on the peripheral or
companion device and part can be stored on a network acces-
sible server. In one aspect, the credentials can be recovered
via a combination of parts from the peripheral and the net-
work accessible server. In the case of storing the credential
recovery secret on a power adapter, the power adapter can
provide power and a data connection to store and retrieve the
credential recovery secret via a same physical connector.
[0012] In one variation, the system generates the recovery
secret by encrypting the password using the UUID as the key.
The system then stores the encrypted password, which is the
credential recovery secret, on the peripheral device, and
stores the UUID on the computing device. In this way, when
the peripheral device is attached, the system can retrieve the
encrypted password, and decrypt the password on the com-
puting device using the UUID as the key. Because the com-
puting device only has the UUID, the computing device can-
not recover the password by itself, and because the peripheral
device only has the encrypted password, the peripheral device
cannot recover the password by itself. Further, the UUID can
be a sufficiently large number of bits, such as 128 or 1024 bits,
so that a brute force attack is not able to easily discover the
UUID. However, when the peripheral device is connected to
the computing device, the computing device has access to
both the UUID and the encrypted password, and can recover
the password by decrypting with the UUID as key. The pass-
word recovery approaches disclosed herein can be used in
conjunction with other password recovery approaches, so that
auser has a choice or option of more than one way to recover
a lost password.

[0013] Disclosed are systems, methods, and non-transitory
computer-readable storage media for storing a password
recovery secret on a power adapter by receiving a password
recovery secret associated with the computing device at an
electrical power adapter via an interface with the computing
device, and storing the password recovery secret ona memory
in the electrical power adapter. Also disclosed are systems,
methods, and non-transitory computer-readable storage
media for recovering a password with a password recovery



US 2012/0005747 Al

secret stored on a power adapter by requesting from the power
adapter a password recovery secret stored in a memory of the
power adapter, receiving the password recovery secret from
the memory of the power adapter, and recovering a password
based on the password recovery secret.

[0014] Further, the computing device can prompt a user to
store a password recovery secret on a peripheral device by
detecting that a peripheral device has been connected to the
computing device, and determining whether the peripheral
device has a stored password recovery secret associated with
the computing device. If not, the computing device prompts
the user to back up at least one password on the peripheral
device, generates a password recovery secret associated with
the computing device, and transmits the password recovery
secret to the peripheral device for storage in the memory of
the peripheral device.

[0015] The peripheral or companion device can be a power
adapter that stores a password or credential recovery secret
and can include a first interface configured to connect to an
electrical source, a second interface configured to connect to
an electronic device, an intermediate module to adapt elec-
tricity from the electrical source for the electronic device, a
memory, and a third interface connected to the memory
through which a password recovery secret associated with the
electronic device is received for storage in the memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] Inorderto describe the manner in which the above-
recited and other advantages and features of the disclosure
can be obtained, a more particular description of the prin-
ciples briefly described above will be rendered by reference to
specific embodiments thereof which are illustrated in the
appended drawings. Understanding that these drawings
depict only exemplary embodiments of the disclosure and are
not therefore to be considered to be limiting of its scope, the
principles herein are described and explained with additional
specificity and detail through the use of the accompanying
drawings in which:

[0017] FIG. 1 illustrates an example system embodiment;
[0018] FIG. 2 illustrates an example computer and power
adapter;

[0019] FIG. 3 illustrates a first example user interface dia-
log;

[0020] FIG. 4 illustrates a second example user interface
dialog;

[0021] FIG. Sillustrates a third example user interface dia-
log;

[0022] FIG. 6 illustrates an example power adapter and

exemplary internal components;
[0023] FIG. 7 illustrates an example of storing a password
recovery secret on a peripheral and on a server;

[0024] FIG. 8 illustrates a first example method embodi-
ment;

[0025] FIG.9illustrates a second example method embodi-
ment; and

[0026] FIG. 10 illustrates a third example method embodi-
ment.

DETAILED DESCRIPTION

[0027] Various embodiments of the disclosure are dis-

cussed in detail below. While specific implementations are
discussed, it should be understood that this is done for illus-
tration purposes only. A person skilled in the relevant art will
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recognize that other components and configurations may be
used without parting from the spirit and scope of the disclo-
sure.

[0028] The present disclosure addresses the need in the art
to enable recovery of electronic credentials. One exemplary
threat model which this approach addresses is the threat of
theft while a user is carrying or using a portable device, all or
part of which is protected by the electronic credentials, on the
go. In this usage scenario, the portable device and its associ-
ated peripheral or companion device(s) are not in the same
location. One example of this scenario is an executive that that
takes his smartphone to client meetings, but leaves the charg-
ing cable in the office. Other use scenarios also exist. Sys-
tems, methods and non-transitory computer-readable storage
media are disclosed which store password recovery secrets,
recover password recovery secrets, and prompt a user to store
a password recovery secret. Also disclosed is an exemplary
power adapter peripheral for storing all or part of a credential
recovery secret. Although the examples and discussion in the
disclosure are directed to a power adapter, other peripherals
can be substituted as well, such as a printer, portable hard
drive, docking station, wired or wireless network router,
backup device, flash drive, a smartphone, a mobile device, a
remote control, and an external monitor. Multiple peripherals
can operate in conjunction or simultaneously. A brief intro-
ductory description of a basic general purpose system or
computing device in FIG. 1 is disclosed herein which can be
employed to practice all or part of the concepts, followed by
more detailed discussion of the methods, hardware, and
graphical interfaces. The disclosure now turns to FIG. 1.

[0029] With reference to FIG. 1, an exemplary system 100
includes a general-purpose computing device 100, including
a processing unit (CPU or processor) 120 and a system bus
110 that couples various system components including the
system memory 130 such as read only memory (ROM) 140
and random access memory (RAM) 150 to the processor 120.
The system 100 can include a cache of high speed memory
connected directly with, in close proximity to, or integrated as
part of the processor 120. The system 100 copies data from
the memory 130 and/or the storage device 160 to the cache for
quick access by the processor 120. In this way, the cache
provides a performance boost that avoids processor 120
delays while waiting for data. These and other modules can be
configured to control the processor 120 to perform various
actions. Other system memory 130 may be available for use
as well. The memory 130 can include multiple different types
of memory with different performance characteristics. It can
be appreciated that the disclosure may operate on a comput-
ing device 100 with more than one processor 120 or on a
group or cluster of computing devices networked together to
provide greater processing capability. The processor 120 can
include any general purpose processor and a hardware mod-
ule or software module, such as module 1 162, module 2 164,
and module 3 166 stored in storage device 160, configured to
control the processor 120 as well as a special-purpose pro-
cessor where software instructions are incorporated into the
actual processor design. The processor 120 may essentially
be a completely self-contained computing system, containing
multiple cores or processors, a bus, memory controller, cache,
etc. A multi-core processor may be symmetric or asymmetric.
[0030] A peripheral adapter 112 can provide an interface
for one or more peripheral 114 to communicate with other
components, such as the processor 120, storage device 160,
and communication interface 180, via the bus 110. The sys-
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tem bus 110 may be any of several types of bus structures
including a memory bus or memory controller, a peripheral
bus, and a local bus using any of a variety of bus architectures.
A basic input/output (BIOS) stored in ROM 140 or the like,
may provide the basic routine that helps to transfer informa-
tion between elements within the computing device 100, such
as during start-up. The computing device 100 further includes
storage devices 160 such as a hard disk drive, a magnetic disk
drive, an optical disk drive, tape drive or the like. The storage
device 160 can include software modules 162, 164, 166 for
controlling the processor 120. Other hardware or software
modules are contemplated. The storage device 160 is con-
nected to the system bus 110 by a drive interface. The drives
and the associated computer readable storage media provide
nonvolatile storage of computer readable instructions, data
structures, program modules and other data for the computing
device 100. In one aspect, a hardware module that performs a
particular function includes the software component stored in
a non-transitory computer-readable medium in connection
with the necessary hardware components, such as the proces-
sor 120, bus 110, display 170, and so forth, to carry out the
function. The basic components are known to those of skill in
the art and appropriate variations are contemplated depend-
ing on the type of device, such as whether the device 100 is a
small, handheld computing device, a desktop computer, or a
computer server.

[0031] Although the exemplary embodiment described
herein employs the hard disk 160, it should be appreciated by
those skilled in the art that other types of computer readable
media which can store data that are accessible by a computer,
such as magnetic cassettes, flash memory cards, digital ver-
satile disks, cartridges, random access memories (RAMs)
150, read only memory (ROM) 140, a cable or wireless signal
containing a bit stream and the like, may also be used in the
exemplary operating environment. Non-transitory computer-
readable storage media expressly exclude media such as
energy, carrier signals, electromagnetic waves, and signals
per se.

[0032] To enable user interaction with the computing
device 100, an input device 190 represents any number of
input mechanisms, such as a microphone for speech, a touch-
sensitive screen for gesture or graphical input, keyboard,
mouse, motion input, speech and so forth. An output device
170 can also be one or more of a number of output mecha-
nisms known to those of skill in the art. In some instances,
multimodal systems enable a user to provide multiple types of
input to communicate with the computing device 100. The
communications interface 180 generally governs and man-
ages the user input and system output. There is no restriction
on operating on any particular hardware arrangement and
therefore the basic features here may easily be substituted for
improved hardware or firmware arrangements as they are
developed.

[0033] For clarity of explanation, the illustrative system
embodiment is presented as including individual functional
blocks including functional blocks labeled as a “processor” or
processor 120. The functions these blocks represent may be
provided through the use of either shared or dedicated hard-
ware, including, but not limited to, hardware capable of
executing software and hardware, such as a processor 120,
that is purpose-built to operate as an equivalent to software
executing on a general purpose processor. For example the
functions of one or more processors presented in FIG. 1 may
be provided by a single shared processor or multiple proces-
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sors. (Use of the term “processor” should not be construed to
refer exclusively to hardware capable of executing software.)
Tlustrative embodiments may include microprocessor and/or
digital signal processor (DSP) hardware, read-only memory
(ROM) 140 for storing software performing the operations
discussed below, and random access memory (RAM) 150 for
storing results. Very large scale integration (VLSI) hardware
embodiments, as well as custom VLSI circuitry in combina-
tion with a general purpose DSP circuit, may also be pro-
vided.

[0034] The logical operations of the various embodiments
are implemented as: (1) a sequence of computer implemented
steps, operations, or procedures running on a programmable
circuit within a general use computer, (2) a sequence of com-
puter implemented steps, operations, or procedures running
on a specific-use programmable circuit; and/or (3) intercon-
nected machine modules or program engines within the pro-
grammable circuits. The system 100 shown in FIG. 1 can
practice all or part of the recited methods, can be a part of the
recited systems, and/or can operate according to instructions
in the recited non-transitory computer-readable storage
media. Such logical operations can be implemented as mod-
ules configured to control the processor 120 to perform par-
ticular functions according to the programming of the mod-
ule. For example, FIG. 1 illustrates three modules Mod1 162,
Mod2 164 and Mod3 166 which are modules configured to
control the processor 120. These modules may be stored on
the storage device 160 and loaded into RAM 150 or memory
130 at runtime or may be stored as would be known in the art
in other computer-readable memory locations.

[0035] Having disclosed some basic system components,
the disclosure now turns to an example usage scenario. A
student brings her laptop to study in the public library for an
hour between classes. Because the expected study time is
only one hour, she does not bring the laptop power adapter.
The student opens the laptop and sets up study materials in
what she assumes is a safe corner of the library. She leaves the
laptop unattended for a few moments to ask the librarian a
question. When she returns the laptop is gone. A thief has
stolen the laptop without the power adapter. The thief charges
the stolen laptop with a different power adapter, but when the
thief tries to retrieve the password from the laptop while
connected to the different power adapter, the password recov-
ery process disclosed herein is futile and does not yield the
password. A discussion of the various embodiments for
implementing this protection follows.

[0036] While the peripheral or companion device can
include many other single or multiple devices, the disclosure
now turns to the combination 200 of an example computing
device 202 and a power adapter 204 as a single peripheral
device as illustrated in FIG. 2. A laptop computer is one
example computing device 202, but 202 can be any comput-
ing device that allows access to one or more resource based on
credentials, such as a desktop computer, an all-in-one com-
puting device, a smartphone, a tablet computer, a smartphone,
aportable media player, a netbook, a thin client, and so forth.
Virtually every such computing device requires a link to a
power source 206, and some include internal and/or external
batteries which, when charged, provide for mobile use of the
computer 202. One such link is a power adapter 204 which
includes a power transformer 204c¢, a pair of electrical inter-
faces 204a, 2045 between a power source 206 and the com-
puter 202, as well as a data connection with the computer 202
to establish and retrieve a password recovery secret. The
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power transformer 204¢ can, for example, transform alternat-
ing current to direct current, or adjust the amperage of an
electric current to meet the needs of an electronic device. One
reason for storing a password recovery secret in a power
adapter is that users are already accustomed to using power
adapters. Including this extended functionality has effec-
tively zero resistance to consumer adoption because it does
not change established consumer behavior.

[0037] The peripheral can store more than one password,
for more than one user, and for more than one computer. The
peripheral can store system passwords, website logins, other
individual keys (such as PGP keys), and/or all or part of a
keychain. In one aspect, each peripheral in a group of periph-
erals stores a different aspect of the system. For example, a
power adapter can store the system login credentials, a dock-
ing station can store file system encryption data, a home
network router can store a keychain, and so forth. When the
user attempts to recover the password, the system can prompt
the user to connect the appropriate peripheral if it is not
already. A thief who steals the system while the user is “out
and about” would not have at his disposal these peripherals to
assist in recovering these stored passwords and credentials,
and would thus be unable to use this approach to recover data
from the system. The number of credentials stored in the
peripheral is limited only by the storage capacity of the
peripheral. In one aspect, the peripheral can include remov-
able storage, such as a flash memory card, to expand the
storage. The removable storage can then be transferred to
different power adapters, backed up, duplicated, and so forth.
[0038] Inone aspect, the password recovery secrets stored
in a peripheral can be tied to a biometric or other authentica-
tion. For example, when the user desires to restore the pass-
word using the password recovery secret, the power supply
can require a fingerprint scan on the power supply itself or on
the computer. In another example, when the user desires to
restore the password, the computer retrieves a first part of the
password recovery secret from the power supply and a second
part of the password recovery secret from a secure server over
anetwork. This example is explained in more detail in FIG. 7.
[0039] When the computer detects that a user with a pass-
word has connected a peripheral, the computer can poll the
peripheral first to determine if the peripheral is able to store
credential recovery information. The computer can then poll
the peripheral to determine if the peripheral has any stored
credential secrets for that computer. If the peripheral does not,
the computer can prompt the user, via a display or other
human interface device, to back up at least one password on
the peripheral device. The computer then generates a pass-
word recovery secret associated with the computing device,
the user, and/or the user password, and transmits the pass-
word recovery secret to the peripheral device for storage in
memory of the peripheral device.

[0040] FIG. 3 illustrates a first example user interface dia-
log 300 for when a user forgets a computer system password
which has been stored on a peripheral. In this example, the
peripheral is a power adapter and the password is part of a
system credential. The dialog 300 includes elements such as
atextentry field for ausername 302 and a password 304. After
entering the username and password, the user can click the
“login” button 306. However, if the user has forgotten the
username and/or the password, the user can click the “forgot
password” button 308.

[0041] After clicking the “forgot password” button 308, the
system looks for the power adapter 204 with the stored pass-
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word recovery information. If the power adapter is not
attached, the system displays a dialog 400 as shown in FI1G. 4.
The dialog 400 prompts the user to plug in the power adapter
and click the “OK” button 402. If the user does not have the
power adapter, the user clicks the “I don’t have it” button 404
and proceeds to an alternative peripheral with the stored pass-
word recovery information or to an alternative approach for
password recovery. The system then requests the password
recovery secret from the memory of the peripheral device,
receives the password recovery secret from the memory ofthe
peripheral device, and recovers the password based on the
password recovery secret.

[0042] After the user clicks the “OK” button 402 or if the
system detects that the power adapter 204 is already con-
nected, the system displays the dialog 500 as shown in FIG. 5.
The dialog 500 can include the user password. In one aspect,
the dialog 500 asks if the user wants to reset the password, to
which the user can click the “yes” button 502 or the “no”
button 504. In one variation, the system automatically logs in
for the user. In another, after each successtul password recov-
ery, the system forces the user to reset the password, generates
anew password recovery secret, and stores the new password
recovery secret on the power adapter. In another variation, the
dialog 500 does not show the recovered password, but instead
shows a password hint, so that a thief who steals both a laptop
and its power adapter, for example, can only recover the
password hint and not the actual password.

[0043] FIG. 6 illustrates an example power adapter 204 and
exemplary internal components. Similar approaches can be
implemented in different peripherals in a manner tailored to
that type of peripheral. The power adapter 204 includes a first
interface 204a connecting to an electrical source, a second
interface 2045 connecting to an electronic device such as a
computer, and an intermediate module 204¢ that adapts, for
example, alternating current to direct current and provides a
proper amount of voltage and current for the electronic
device. The first interface 204a connects to the intermediate
module 204¢ via an electrical connection 604, while the sec-
ond interface 2045 connects to the intermediate module 204¢
via a combination interface 608 that includes an electrical
connection and a data connection, as indicated by the dashed
line. The data connection is a third interface that connects the
computer with a memory 612, storage, or database in the
power adapter 204. The computer can read and write creden-
tial recovery secret data to the memory 612 via the data
connection. The memory 612 can store recovery secrets in
plain text format, in an obfuscated format, or an encrypted
format. In one aspect, the recovery secret is data which is
meaningless without the use of some companion data on the
associated computer to understand or complement the recov-
ery secret.

[0044] The intermediate module 204¢ can optionally
include a processor 614 to facilitate access to the memory
612, but can function without a processor 614. For example,
the power adapter can simply serve as secure mass storage
which does not provide its own processing power and must be
accessed using processing power of the attached computer.
The intermediate module may include a small battery or other
internal power source to maintain the memory contents if the
memory requires electricity, or to provide access to the pass-
word recovery secret when the first interface 2044 is not
plugged in to an electrical power source.

[0045] The intermediate module 204¢ can optionally
include a fourth input/output interface 616, 618 for diagnos-
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tics, resetting the memory 612, reading the memory 612, and
performing other operations on elements of the power adapter
204. The input/output interface 616, 618 can be a two-way
data connection, such as a wired or wireless connection to a
display and input device, or it can be a user interface directly
incorporated as part of the intermediate module 204. The
input/output interface 616, 618 can be any suitable wired or
wireless connector, such as serial, parallel, universal serial
bus (USB), IEEE 1394 (Firewire), external serial ATA
(eSATA), Ethernet, and other yet-to-be developed or propri-
etary connectors. The storage 612, processor 614, input/out-
putinterface 616, 618, and other components can be placed or
incorporated anywhere within or on the power adapter 204,
and are not limited to placement in the intermediate module.
[0046] FIG. 7 illustrates an example 700 of storing a pass-
word recovery secret on a peripheral and on a server. In this
variation, a user creates a password recovery secret on com-
puter 702. The computer stores a first part 710 of the password
recovery secret on a power adapter 204 or other peripheral
and a second part 712 of the password recovery secret on a
server 706 accessible over a network 708. In one embodi-
ment, both parts 710, 712 of the password recovery secret are
required to recover a lost or forgotten password. In another
embodiment, the parts 710, 712 are asymmetric such that the
first part 710 requires the second part 712 to recover the
password, but the second part 712 is sufficient to recover the
password by itself. In two-part credentials, such as a user-
name and a password, the password is stored in the power
adapter 204 and the username is stored in the server 706.
These and other variations exist which can be tailored to
specific use and security scenarios.

[0047] Having disclosed some basic system components,
the disclosure now turns to the exemplary method embodi-
ments shown in FIGS. 8-10. For the sake of clarity, the meth-
ods are discussed in terms of an exemplary system such as is
shown in FIG. 1 configured to practice the methods. FIG. 8
illustrates a first example method embodiment for storing a
password recovery secret on a peripheral such as a power
adapter. The system 100 receives a password recovery secret,
optionally associated with the computing device, at an elec-
trical power adapter 204 via an interface with the computing
device (802). The interface can also provide electricity
adapted from an external electrical source to the computing
device. The password recovery secret can be an encrypted
universal unique identifier (UUID) associated with the com-
puting device. For example, a manufacturer of portable elec-
tronic devices can embed a unique identifier in each of the
devices. Then each device can use its own unique identifier to
generate, via an encryption algorithm, the password recovery
secret.

[0048] The system 100 stores the password recovery secret
on a memory in the electrical power adapter (804). The pass-
word recovery secret can be associated with at least part of a
password keychain.

[0049] FIG.9illustrates a second example method embodi-
ment for recovering a password recovery secret stored on a
power adapter. The system 100 requests from a power adapter
a password recovery secret stored in a memory of the power
adapter (902). The password recovery secret can be associ-
ated with an encrypted file system, a user password, and/or
other credentials. When the peripheral is a power adapter, the
system 100 can request the password recovery secret via a
main electrical power interface. The system 100 then receives
the password recovery secret from the memory of the power
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adapter (904). The system can also request the password
recovery secret from one or more other peripheral devices
such as a printer, router, external monitor, and so forth.
[0050] The system 100 recovers a password based on the
password recovery secret (906). The system 100 can further
verify the received password recovery secret with an authen-
tication server 706. The system 100 can, after recovering the
password, grant access to resources protected by the pass-
word. For example, when the password recovery secret is
associated with an encrypted file system, the system 100 can
further decrypt at least part of an encrypted file system based
on the password recovery secret.

[0051] FIG. 10 illustrates a third example method embodi-
ment for prompting a user to store a password recovery secret
on a peripheral device 114. The system 100 detects that a
peripheral device has been connected to a computing device
(1002) and determines whether the peripheral device has a
stored password recovery secret associated with the comput-
ing device (1004). The peripheral device can include multiple
password recovery secrets for one or more device, user,
resource, or application. The system 100 can then prompt a
user to back up at least one password on the peripheral device
(1006). The system 100 generates a password recovery secret
associated with the computing device (1008) and transmits
the password recovery secret to the peripheral device for
storage in memory of the peripheral device (1010).

[0052] As a real world example, a smartphone stores pass-
word recovery information on a synced computer as a periph-
eral. If the smartphone is lost or stolen, the password can only
be retrieved when the smartphone is paired with the synced
computer. In another example, a tablet computing device
stores password recovery information via an 802.11 wireless
connection on a printer as a peripheral. Ifthe tablet computing
device is stolen or lost, the password can only be retrieved
when the tablet computing device is on the same wireless
network as the printer.

[0053] Embodiments within the scope of the present dis-
closure may also include tangible and/or non-transitory com-
puter-readable storage media for carrying or having com-
puter-executable instructions or data structures stored
thereon. Such non-transitory computer-readable storage
media can be any available media that can be accessed by a
general purpose or special purpose computer, including the
functional design of any special purpose processor as dis-
cussed above. By way of example, and not limitation, such
non-transitory computer-readable media can include RAM,
ROM, EEPROM, CD-ROM or other optical disk storage,
magnetic disk storage or other magnetic storage devices, or
any other medium which can be used to carry or store desired
program code means in the form of computer-executable
instructions, data structures, or processor chip design. When
information is transferred or provided over a network or
another communications connection (either hardwired, wire-
less, or combination thereof) to a computer, the computer
properly views the connection as a computer-readable
medium. Thus, any such connection is properly termed a
computer-readable medium. Combinations of the above
should also be included within the scope of the computer-
readable media.

[0054] Computer-executable instructions include, for
example, instructions and data which cause a general purpose
computer, special purpose computer, or special purpose pro-
cessing device to perform a certain function or group of
functions. Computer-executable instructions also include
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program modules that are executed by computers in stand-
alone or network environments. Generally, program modules
include routines, programs, components, data structures,
objects, and the functions inherent in the design of special-
purpose processors, etc. that perform particular tasks or
implement particular abstract data types. Computer-execut-
able instructions, associated data structures, and program
modules represent examples of the program code means for
executing steps of the methods disclosed herein. The particu-
lar sequence of such executable instructions or associated
data structures represents examples of corresponding acts for
implementing the functions described in such steps.

[0055] Those of skill in the art will appreciate that other
embodiments of the disclosure may be practiced in network
computing environments with many types of computer sys-
tem configurations, including personal computers, hand-held
devices, multi-processor systems, microprocessor-based or
programmable consumer electronics, network PCs, mini-
computers, mainframe computers, and the like. Embodi-
ments may also be practiced in distributed computing envi-
ronments where tasks are performed by local and remote
processing devices that are linked (either by hardwired links,
wireless links, or by a combination thereof) through a com-
munications network. In a distributed computing environ-
ment, program modules may be located in both local and
remote memory storage devices.

[0056] The various embodiments described above are pro-
vided by way of illustration only and should not be construed
to limit the scope of the disclosure. For example, the prin-
ciples herein are applicable to storing and recovering operat-
ing system logins, smartphone unlock codes, banking website
credentials, and so forth. Those skilled in the art will readily
recognize various modifications and changes that may be
made to the principles described herein without following the
example embodiments and applications illustrated and
described herein, and without departing from the spirit and
scope of the disclosure.

I claim:

1. A method of storing a password recovery secret on a
power adapter, the method comprising:

receiving a password recovery secret associated with a

computing device at an electrical power adapter via an
interface with the computing device; and

storing the password recovery secret on a memory in the

electrical power adapter.

2. The method of claim 1, wherein the password recovery
secret is based on a password, wherein the password is
encrypted using a key comprising a universal unique identi-
fier associated with the computing device.

3. The method of claim 1, wherein the computing device
comprises at least one of a laptop computer, a desktop com-
puter, a smartphone, and a mobile device.

4. The method of claim 1, wherein the interface also pro-
vides to the computing device electricity adapted from an
external electrical source.

5. The method of claim 1, wherein the password recovery
secret is associated with at least part of a password keychain.

6. A system for recovering a password with a password
recovery secret stored on a power adapter, the system com-
prising:

a processor;

afirstmodule configured to control the processor to request

from a power adapter a password recovery secret stored
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in a memory of the power adapter, wherein the password

recovery secret is associated with a computing device;
a second module configured to control the processor to

receive the password recovery secret from the memory
of the power adapter; and
a third module configured to control the processor to
recover a password based on the password recovery
secret.
. The system of claim 6, further comprising:
fourth module configured to control the processor to
verify the received password recovery secret with an
authentication server.
8. The system of claim 6, wherein the password recovery
secret is associated with an encrypted file system.
9. The system of claim 8, further comprising:
a fourth module configured to control the processor to
decrypt at least part of an encrypted file system based on
the password recovery secret.
10. The system of claim 6, wherein the first module is
further configured to control the processor to request the
password recovery secret from the power adapter via a main
electrical power interface.
11. A non-transitory computer-readable storage medium
storing instructions which, when executed by a computing
device, cause the computing device to prompt a user to store
apassword recovery secret on a peripheral device, the instruc-
tions comprising:
detecting that a peripheral device has been connected to a
computing device; and
if the peripheral device does not have a stored password
recovery secret associated with the computing device:
prompting a user, via a display, to back up at least one
password on the peripheral device;

generating a password recovery secret associated with
the computing device; and

transmitting the password recovery secret to the periph-
eral device for storage in memory of the peripheral
device.

>

12. The non-transitory computer-readable storage medium
of'claim 11, wherein the peripheral device is at least one of a
power adapter, an external hard drive, a network router, a
smartphone, a mobile device, a remote control, an external
monitor, and a printer.

13. The non-transitory computer-readable storage medium
of'claim 11, wherein the peripheral device stores a plurality of
password recovery secrets each associated with a single com-
puting device.

14. The non-transitory computer-readable storage medium
of claim 11, wherein the password recovery secret is associ-
ated with at least part of a password keychain.

15. The non-transitory computer-readable storage medium
of'claim 11, the instructions further comprising verifying the
received password recovery secret with an authentication
server.

16. A method of recovering a password with a password
recovery secret stored on a peripheral device, the method
comprising:

requesting from a peripheral device a password recovery

secret stored in a memory of the peripheral device,
wherein the password recovery secret is associated with
a computing device;

receiving the password recovery secret from the memory

of the peripheral device; and
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recovering a password based on the password recovery

secret.

17. The method of claim 16, further comprising, after
recovering the password, granting access to resources pro-
tected by the password.

18. The method of claim 16, further comprising, after
recovering the password, requiring a user to establish a new
password.

19. The method of claim 16, wherein the peripheral device
is at least one of a power adapter, an external hard drive, a
network router, a smartphone, a mobile device, a remote
control, an external monitor, and a printer.

20. The method of claim 16, wherein the computing device
comprises at least one of a laptop computer, a desktop com-
puter, a smartphone, and a mobile device.

21. A power adapter comprising:

a first interface configured to connect to an electrical
source;
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a second interface configured to connect to an electronic

device;

an intermediate module to adapt electricity from the elec-

trical source for the electronic device;

a memory; and

a third interface connected to the memory through which a

password recovery secret associated with the electronic
device is received for storage in the memory.

22. The power adapter of claim 21, wherein the second
interface and the third interface share a same physical con-
nector.

23. The power adapter of claim 21, wherein the third inter-
face is one of serial, parallel, universal serial bus (USB), IEEE
1394 (Firewire), external serial ATA (eSATA), and Ethernet.

24. The power adapter of claim 21, wherein the memory is
removable memory media.

25. The power adapter of claim 21, wherein the password
recovery secret is retrieved by a user via the third interface.
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